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General Terms and Conditions 

Valid from March 1, 2023  

 

A. General Part  

1. Area of application 

1.1 These General Terms and Conditions (“GTC”) apply to 
all deliveries and services ("Subject Matter of the Con-
tract") between the Customer and the Heidelberg Com-
pany ("Heidelberg") outlined in the order confirmation. 

1.2 These GTC shall also apply to future deliveries and ser-
vices that will be performed later in connection with the 
Subject Matter of the initial Contract. 

1.3 General Terms and Conditions put forward by the Cus-
tomer are not accepted, even if Heidelberg does not ex-
plicitly object to them. 

1.4 Individual agreements, i.e., those expressed in the order 
confirmation, take precedence over these GTC. In the 
event of any inconsistency between the General Part 
and the Special Part of these GTC, the Special Part shall 
take precedence. 

1.5 Changes to the GTC will be offered to the Customer in 
written form no later than two months before the pro-
posed date of their taking effect. If the Customer does 
not object to the changes before the proposed date of 
their taking effect, Heidelberg's offer for changes shall 
be deemed to be accepted by the Customer. If the Cus-
tomer rejects the change offer, Heidelberg is entitled to 
extraordinary termination of the Contract. 

2. Conclusion of the Contract 

2.1 Offers from Heidelberg are non-binding requests for or-
ders.  The Customer is bound by its order 14 calendar 
days after receipt by Heidelberg. 

2.2 A Contract is only concluded if Heidelberg accepts the 
Customer's order within 14 calendar days in written 
form, by sending the delivery, or by carrying out the ser-
vice. 

2.3 The Contract conclusion is subject to the stipulation 
that there is no prohibition of delivery or performance 
in accordance with the relevant customs regulations 
and that all respective official permits, approvals, or 
other required documents which Heidelberg should 
need for the Contract fulfilment are issued. 

3. Subject matter of the contract 

3.1 The final subject matter of the Contract shall be listed in 
the order confirmation. Information in brochures and 
catalogues, as well as properties of samples and proto-
types, are not the Subject Matter of the Contract. 

3.2 Quality and durability details as well as other details are 
only guaranteed if they are expressly agreed as guaran-
tees by Heidelberg.   

3.3 The Customer has a sole responsibility for compliance 
with legal and official regulations regarding import, 
transport, storage, and use of the Subject Matter of the 
Contract in the country of shipment. In particular, the 
Subject Matter of the Contract may be subject to the ex-
port control regulations of the Federal Republic of Ger-
many, the European Union, the United States of Amer-
ica, or other states. 

3.4 Heidelberg is entitled to appoint suitable third parties 
to fulfil the Contract. 

4. Prices, payment delays, and price adjustments 

4.1 The Customer is obliged to pay Heidelberg the price 
agreed in the order confirmation upon receipt of the in-
voice. If no special pricing was established on the order 

confirmation, the prices in Heidelberg’s most recent 
price list at time of order confirmation shall apply.   

4.2 All prices are exclusive of all state and government 
taxes, duties, and tolls. 

4.3 The Customer is considered in default of payment if 
they do not pay within 14 days after the due date given 
on the invoice, even if they have not been reminded. If 
the Customer is in default of payment, interest on ar-
rears shall be charged at the statutory rate, but at least 
9 percent per year above the respective base rate of the 
European Central Bank.  Proof of lower resulting loss 
remains possible up to the legal interest rate.  If damage 
and loss caused by the delay in payment is higher, Hei-
delberg reserves the right to claim this damage and loss. 

4.4 If the Customer is in default of payment, Heidelberg is 
entitled to terminate the Contract, withdraw from the 
Contract, or demand handing over the Subject Matter of 
the Contract even without prior withdrawal from or ter-
mination of the Contract, but reserving the right of 
withdrawal.  

4.5 In the case of instalment payments, Heidelberg is enti-
tled to make the entire residual purchase price due for 
immediate payment if the Customer is in default with 
two or more consecutive payment instalments and the 
amount in default represents more than 10 percent of 
the total price. 

4.6 In the event of reasonable doubt as to the solvency of 
the Customer, in particular in the event of payment be-
ing in arrears, Heidelberg reserves the right to revoke 
the granted payment terms and to perform deliveries 
and services only upon receipt of full payment, or to 
make the delivery and services dependent on the provi-
sion of other securities. 

4.7 In the case of continuing obligations, Heidelberg is en-
titled to adjust the agreed prices with a notice period of 
three calendar months by means of a written notice of 
change, insofar as this is necessary due to cost increases 
at Heidelberg (e.g., for personnel, travel costs, or service 
part costs). The price adjustment is excluded if the in-
crease in cost for individual or all aforementioned cost 
factors is no longer applicable for the total cost of the 
delivery or service.  If the aforementioned cost factors 
are reduced and their reduction is not compensated by 
an increase in the other aforementioned cost factors, the 
cost reduction must be passed on to the Customer as 
part of a price reduction. 

4.8 If Heidelberg exercises this right and the price adjust-
ment results in an increase in prices of more than 6 per-
cent per year, the Customer is entitled to extraordinary 
termination of the Contract.  To exercise this extraordi-
nary termination right, the Customer must send a writ-
ten notice to Heidelberg and the latter must receive it 
no later than 1 calendar month after the Customer’s re-
ceipt of Heidelberg’s notification of the price increase. 

5. Claims for defects 

5.1 The Subject Matter of the Contract must be examined 
immediately upon receipt. Detectable defects must be 
reported immediately, at the latest within 14 calendar 
days after receipt by the Customer. Hidden defects must 
be reported immediately after their discovery. Any 
claims for defects must be made in writing. The nature 
and extent of the defect(s) must be clearly indicated in 
the claim. 
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5.2 If the Subject Matter of the Contract is defective at the 
time of transfer of risk and the Customer has duly noti-
fied Heidelberg of this in accordance with Item 5.1 Hei-
delberg shall be obliged to either rectify the defects or to 
replace the delivered goods ("supplementary perfor-
mance") at its discretion.  The defective goods replaced 
as part of the supplementary performance shall become 
property of Heidelberg. 

5.3 To search for causes and to eliminate defects, the Cus-
tomer grants Heidelberg access to the Subject Matter of 
the Contract: directly and/or via remote data transfer 
(at Heidelberg's discretion).   The Customer must ap-
propriately cooperate with pursuits to eliminate defects. 

5.4 If the supplementary performance fails twice or is un-
reasonable for the Customer, the Customer can with-
draw from the Contract on the basis of significant de-
fects. If there is an insignificant defect, the Customer is 
only entitled to a price reduction. 

5.5 Heidelberg shall only bear the expenses required for 
supplementary performance (i.e., transport, travel, la-
bour, and material costs) for the original place of deliv-
ery. 

5.6 Claims for defects are excluded for 

a) used Subject Matters of the Contract; 

b) common wear and consumption (e.g., of squeegees, 
rollers, brushes, springs, knives, lamps, data carriers, 
suction belts, filters, or PerfectJackets) or expired shelf 
life (e.g., of inks); 

c) damage caused by improper operation, treatment, or 
use, for example by: 

• excessive stress, 

• non-compliance with the prescribed mainte-
nance and service intervals, 

• use of unsuitable equipment or materials, 

• installation on an unsuitable location or 
ground, 

• chemical, mechanical, electrical, or other influ-
ences beyond the specified tolerances; 

d) damage caused by third parties or the Contractual part-
ner (e.g., due to improper repair or modification)); and 

e) damage caused by use with unsuitable products (e.g., 
unsuitable machines, systems and devices, hardware 
and software components, or third-party consumables, 
e.g., printing plates, inks, or paper). 

5.7 Unconditional supplementary performance does not 
mean that the claim for defects is recognised. Recogni-
tion of claims for defects is only valid in writing. 

5.8 The Customer’s claims for damages in connection with 
defects are subject to the conditions outlined in Section 
7. 

6. Indemnification of third-party claims  

6.1 The customer indemnifies Heidelberg from claims of 
third parties, which arise in connection with an illegal 
use of the Subject Matter of the Contract by the cus-
tomer or with approval of the customer. The indemnifi-
cation applies including but not limited to disputes from 
data protection and unfair competition law or other 
breaches of any legal obligation, which fall into the area 
of responsibility of the customer. 

6.2 Heidelberg indemnifies the customer against claims of 
third parties, which result from the culpable infringe-
ment of industrial property rights of third parties in case 
of contractual use of the Subject Matter of the Contract, 
if the customer  

• informs Heidelberg immediately in writing about 
the claim; 

• does not enter into any acknowledgement, agree-
ment or settlement with respect to the claim with-
out Heidelberg's prior written approval; 

• provides Heidelberg reasonable assistance in de-
fending the claim; and 

• grants Heidelberg, to the extent legally possible, the 
power to avert, contest, settle or defend the claim. 

•    

7. Liability 

7.1 In the event of a slight or ordinary negligent violation of 
essential contractual obligations, Heidelberg’s liability 
is limited to compensation of typical, foreseeable dam-
ages or futile expenditures. Essential contractual obli-
gations are those which must be fulfilled as part of the 
Contract and on which the Customer may rely. 

7.2 Liability for data loss is limited to typical recovery ef-
forts that would have occurred if backup copies had 
been made regularly and in accordance with the risks 
involved and had adequate virus protection had been 
used. 

7.3 Beyond the scope of Items 7.1 and 7.2, Heidelberg does 
not assume liability. 

7.4 The liability limitations of Items 7.1 to 7.3 do not apply 

a) for wanton or grossly negligent breaches of duty; 

b) if Heidelberg fraudulently concealed a defect; 

c) in case of injury to body, life, and/or health; 

d) if Heidelberg gave a warranty for certain product prop-
erties and condition or performance success or under-
wrote a risk; and 

e) in the case of legally binding liability conditions, in par-
ticular according to the Product Liability Act. 

7.5 Items 7.1 to 7.4 accordingly apply to institutions, senior 
and non-senior employees, and appointed agents of 
Heidelberg. 

7.6 Reversal of the burden of proof is not associated with 
the conditions stated in Items  7.1 to 7.5 . 

8. Limitation period 

8.1 The limitation period for claims for defects is one calen-
dar year from the transfer of risk. The limitation period 
for other claims is one calendar year from the legal start 
of the limitation period. 

8.2 By way of derogation from Item 8.1, the statutory limi-
tation periods apply in the following cases: 

a)  for structures or items which were used for structure 
work within their usual application area and caused de-
fects in the structure; 

b) for proprietary rights (i.e., rights in rem) of a third party 
or a right entered in the cadastral register; and 

c) in the cases defined in Item 7.4. 

9. Force majeure and non-timely delivery by pre-
suppliers 

9.1 In the event of force majeure or non-timely delivery by 
pre-suppliers, Heidelberg shall be entitled to the follow-
ing, provided that it has informed the Customer in good 
time: 

i) to postpone deliveries and services as long as such 
an obstruction exists;  

ii) to withdraw from the Contract in whole or in part 
due to the part not yet fulfilled. 

Item 9.1 does not apply if Heidelberg underwrote a pro-
curement risk or gave a delivery or service guarantee. 

9.2 Force majeure is equal to: 

strike, war, lockout, cyber attacks, government inter-
vention, energy and raw material shortages, transport 
bottlenecks or obstacles beyond the fault or control of 
Heidelberg, epidemics or pandemics (regardless of the 
WHO’s declarations), operational impediments be-
yond the fault or control of Heidelberg (e.g., due to fire, 
water and machine damage or other natural disasters), 
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and all other impediments that are objectively consid-
ered as beyond the fault or control of Heidelberg. 

9.3 Untimely delivery by a pre-supplier means that Heidel-
berg does not receive deliveries or services from its pre-
suppliers on time, through no fault of its own, despite 
proper and sufficient insurance cover before the conclu-
sion of the Contract. 

9.4 If a fixed delivery date is exceeded due to force majeure 
or non-timely delivery by pre-suppliers, the Customer is 
entitled to withdraw from the Contract due to the unful-
filled part after expiry of a reasonable grace period.  Fur-
ther claims of the Customer, in particular those for 
damages, are excluded in this case.  This shall apply ac-
cordingly if no fixed delivery date was agreed, and it is 
objectively unacceptable for the Customer to adhere to 
the Contract. 

10. Periods and termination of continuing obliga-
tions 

10.1 Continuing obligations begin with the date specified in 
the order confirmation and exist as long as specified 
therein. 

10.2 Apart from Item 10.1, a continuing obligation lasts at 
least 12 calendar months and will be automatically ex-
tended by further 12 calendar months until duly termi-
nated with a notice period of 3 calendar months. 

10.3 The right to terminate for good cause remains unaf-
fected. A good cause exists especially in the following 
cases:  

a) The other party repeatedly violates its obligations de-
spite a warning; 

b) The Customer is in default with a significant part of the 
payment;  

c) The Customer stops payments, is over-indebted, or 
other indications exist that the Customer’s economic or 
financial circumstances have deteriorated to such an ex-
tent that the fulfilment of its Contractual obligations is 
endangered, and it is unacceptable for Heidelberg to ad-
here to the Contract; or 

d) There is any other important reason for which one of the 
parties is responsible and which makes it unacceptable 
for the other party to continue the Contract until the end 
of the agreed term. 

10.4 Each termination must be made in writing. The receipt 
of the termination notice by the addressee is decisive for 
compliance with the deadline. 

11. Confidentiality 

11.1 The parties agree not to disclose any and all information 
specific to the Contract, in any form or received from the 
other party or any other party's affiliate ("Confidential 
Information") and 

i. to keep it confidential by appropriate secrecy 
measures and to secure against unauthorized 
access, 

ii. to use it in accordance with the Contract, and  
iii. to return it to another party or to delete it 

upon termination of the Contract or at the 
other party’s request, unless legal retention 
obligations or an unreasonable technical ef-
fort conflict with doing so. 

‘Affiliates’ refers to entities in which the parties or their 
parent companies have their stakes, either directly or 
indirectly, of at least 50%. 

11.2 The obligations set out in Item 11.1 also apply to findings 
derived from the Confidential Information. The Confi-
dential Information may not be investigated, worked 
back, reproduced, or decompiled without the other 
party’s prior permission. 

11.3 The obligations set out in this section do not apply to the 
following types of the Confidential Information 

i. publicly known or becoming legally known at 
the time of its sharing, 

ii. lawfully known to the other party prior to its 
sharing, 

iii. proven to have been won by the other party 
itself, or 

iv. expressly released for publication by the 
other party. 

11.4 If either party is required by law to disclose the infor-
mation to any government or court, the other party shall 
be promptly notified in writing to the extent permitted 
by law and the extent of such disclosure shall be kept to 
a minimum. 

11.5 The Confidential Information may only be made availa-
ble to affiliated companies, their own employees, repre-
sentatives, subcontractors, and consultants if this is ab-
solutely necessary for the execution of the contract and 
they are accordingly obliged to maintain confidentiality. 
The disclosing party remains responsible for the afore-
mentioned recipients’ adherence to the confidentiality 
obligations. 

12. Compliance  

12.1 The Customer accepts to comply with the standards set 
forth in the Heidelberg Business Partner Code of Con-
duct ("Code of Conduct"), available at www.heidel-
berg.com/compliance. 

12.2 The Customer accepts to take all necessary and appro-
priate measures to prevent corruption, ensure fair com-
petition, and to protect health and safety of workers and 
children, as well as to prevent related crimes. 

12.3 The Customer accepts to pass on the Code of Conduct to 
its employees, subcontractors and third parties who are 
employed in connection with the fulfilment of contrac-
tual obligations and to make every effort to commit to 
them accordingly and regularly check adherence to the 
obligations. 

13. Data protection 

13.1 If Heidelberg processes the Customer's personal data in 
order to provide the services, the parties must agree on 
details in the order processing agreement in accordance 
with Section E). 

13.2 The Customer must ensure that the dialogue boxes of 
provided software are filled in accordance with the in-
tended semantics and that no personal data is entered 
at this point. 

14. IoT Data usage 

14.1 In connection with the use of the Subject Matter of the 
Contract, Internet of Things Data (“IoT Data”) is trans-
mitted to the Heidelberg Group and its appointed 
agents. These are in particular: 

• Machine and device-specific data or other technical 
data, e.g., software versions, totalizer status, li-
censes, machine configuration;  

• Technical job data, e.g., paper size, print speed, 
number of sheets and quality information, process 
flow information, volume data (i.e. about printing 
plate space use, TIFF area generated in production, 
and click count); 

• Usage data, e.g., technical consumption of re-
sources or statements about use of functions, or in-
formation about use of the machines. 

Under this clause, personal data will not be transferred. 

14.2 Heidelberg is entitled to use the IoT Data without re-
striction, in particular (i) for the continuous improve-
ment of existing products and services and for develop-
ment of new products and services, and (ii) for commer-
cial purposes toward the Customer and third parties, 
e.g., benchmarking, consulting services and advertising. 

14.3 When collecting and using the IoT Data, Heidelberg 
shall comply with all legal regulations, in particular in 
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connection with business and trade secrets, as well as 
existing confidentiality agreements. 

15. Assignment and set-off 

15.1 The Customer is not entitled to assign its rights and ti-
tles to third parties. This does not apply for monetary 
claims. 

15.2 The Customer is entitled to a set-off only with regard to 
counterclaims which are not disputed or have been le-
gally established. This does not apply for monetary 
claims. 

16. Severability clause 

Should individual provisions of these GTC be or become 
invalid, void or impracticable, the validity of the re-
maining provisions shall not be affected. § 139 of the 
German Civil Code (partial nullity) is expressly and 
completely excluded. The parties undertake to cooper-
ate in concluding a provision that would exert the in-
tended economic purpose of the ineffective regulation 
as far as possible and replace it. 

17. Written form 

17.1 Changes and additions to the GTC must be made in 
writing. This also applies to a waiver of the written form 
provision itself. The priority of individual agreements 
remains unaffected. 

17.2 Transmission by fax, e-mail and use of a simple elec-
tronic signature (e.g., DocuSign) preserve the require-
ment of the written form. 

18. Applicable law and place of jurisdiction 

18.1 The law applicable at the place of Heidelberg's regis-
tered office shall apply exclusively, with the exclusion of 
the UN Convention on Contracts for the International 
Sale of Goods (CISG) and the conflict-of-laws provi-
sions. 

18.2 The exclusive place of jurisdiction for all disputes is the 
place of Heidelberg’s registered office. Heidelberg may 
also claim for disputes at any other competent place of 
jurisdiction. 
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B. Special Part: Sale 

1. Area of application 

1.1 Special Part Sale applies to all deliveries, e.g., machines 
including machine control software, spare parts, and 
consumables. This Special Part does not apply to con-
tinuing obligations and software defined in Section D . 

2. Delivery (Incoterms, delivery dates, packaging, 
delay in delivery) 

2.1 Delivery takes place ex works (from the respective pro-
duction site or the entrepot/ warehouse of Heidelberg 
as per Incoterms 2020. 

2.2 Delivery dates are generally non-binding. Binding deliv-
ery dates must be expressly agreed upon. Heidelberg 
shall notify the Customer of delivery dates in good time. 
Confirmed delivery dates are applicable only with 
timely delivery by pre-suppliers. 

2.3 Delivery dates begin at the earliest after the Customer 
fulfilled all its agreed cooperation obligations. The Cus-
tomer's obligations to cooperate include in particular 
the receipt of all documents and information required 
for the Subject Matter of the Contract (insofar as the 
Customer has to procure them) and the agreed down 
payment has been received by Heidelberg. 

2.4 As far as reasonable, Heidelberg is entitled to make par-
tial deliveries, partial services and partial invoices be-
fore the delivery date communicated to the Customer. 

2.5 Heidelberg takes back packaging delivered by Heidel-
berg to Customers within the European Union. Upon 
request, Heidelberg will provide details about the pro-
cedure. The Customer bears the costs of this service. 

2.6 If dispatch or delivery is delayed at the Customer's re-
quest or due to circumstances that originate in the Cus-
tomer's area of risk and responsibility, the Customer 
must reimburse Heidelberg for the costs of storage and 
return of the capital used. If Heidelberg stores the 
goods, it will be entitled to at least 0.5 percent of the 
outstanding invoice amount for each outstanding 
month, starting from one calendar month after ‘ready-
for-dispatch’ notification. Proof of lower damage re-
mains possible. However, after expiry of a reasonable 
grace period, Heidelberg is entitled to use the Subject 
Matter of the Contract in another way and to supply the 
Customer with substitute goods within a reasonably ex-
tended period of time. 

3. Machine control software 

3.1 After complete payment, Heidelberg grants the Cus-
tomer a simple, non-exclusive and non-sublicensable 
right to use the machine control software and user doc-
umentation in accordance with the Contract. 

3.2 In terms of content, the right to the installed machine 
control software is restricted to control the respective 
machine for the specified purpose and can only be 
transferred together with the machine in compliance 
with Section D, Item 5.2 . 

4. Payment arrangements and price adjustment 

4.1 For machines, systems and devices, 50 percent of the 
price is due for payment upon conclusion of the Con-
tract (receipt of the order confirmation or signature of 
the individual contract), 40 percent of the price upon 
‘ready-for-dispatch’ notification and 10 percent of the 
price upon delivery. 

4.2 Heidelberg shall be entitled to increase the prices uni-
laterally in the event of increase in material manufac-
turing material and/or production procurement costs, 
wage and non-wage labour costs, social security 
charges, energy costs, and costs due to environmental 
regulations, currency regulations, customs fee changes, 
freight rates and/or public charges, if the aforemen-
tioned cost factors directly or indirectly affect the pro-
duction or procurement costs of the deliveries and ser-
vices and if there is more than four months between the 

Contract conclusion and delivery.  Such increases are 
excluded if the increase in cost for individual or all 
aforementioned cost factors is no longer relevant for the 
total cost of the delivery or service.  If the aforemen-
tioned cost factors are reduced and their reduction is 
not compensated by an increase in the other aforemen-
tioned cost factors, the cost reduction must be passed 
on to the Customer as part of a price reduction. 

4.3 If the new price is 20% or more above the original price 
due to the aforementioned price adjustment right, the 
Customer is entitled to withdraw from the Contracts 
which are not yet completely fulfilled.  However, the 
Customer can only assert this right immediately after 
notification of the increased price. 

5. Reservation of ownership 

5.1 Heidelberg reserves ownership of the delivered item un-
til it is paid in full. The retention of title shall continue 
until all claims arising from the business relationship 
with the Customer are settled. If the goods are pro-
cessed or transformed, it is always done for Heidelberg 
as their manufacturer. If Heidelberg’s (co)ownership 
expires, the Customer’s ownership of the resulting  item 
shall pass to Heidelberg in proportion between all re-
ceivables (as per Item 5.3) and the value of the other 
items. The Customer shall store the items owned by 
Heidelberg free of charge. 

5.2 If such a reservation of title is not permitted by the law 
of the country where the delivery item is located, or can 
only be established by means of supplementary agree-
ments and declarations, Heidelberg shall be entitled to 
the equivalent rights to secure its ownership, as far as it 
is possible in accordance with the governing law. The 
Customer must provide Heidelberg all support to en-
sure that it can take necessary measures to secure its 
ownership or equivalent rights (e.g. liens). 

5.3 Upon the Customer's request, Heidelberg shall release 
the delivery item to the extent to which Heidelberg no 
longer has interest to secure it. The interest to secure 
the item shall be deemed as expired if the realizable 
value of the delivery item permanently exceeds the 110% 
cover limit of the secured receivables. The limit of cover 
is assumed to be reached if the delivery item’s value es-
timated by an expert at the time of the request for re-
lease amounts to 150% of the secured receivables. Proof 
of another realizable value of the delivery item remains 
possible.  

5.4 Before the purchase price is paid in full, the following 
applies: 

5.4.1 The Customer has the right to use the delivery item, but 
not the right to transfer it to third parties, to sell it, or to 
debit it. 

5.4.2 By way of derogation from Item 5.4.1, if the delivery 
item is a component, an electromechanical assembly or 
system, or  intended for further processing, the Cus-
tomer is entitled to resell the delivery item or a new item 
resulting from working or processing in the ordinary 
course of business, as long as the Customer is not in ar-
rears to Heidelberg. However, the Customer now as-
signs Heidelberg all receivables with all ancillary rights 
that accrue to the Customer from the resale of the items 
against its purchaser or third parties. Heidelberg will 
authorise the Customer to collect the assigned receiva-
bles for Heidelberg’s invoices. The authorisation is rev-
ocable. If the goods are processed or transformed, it is 
always done for Heidelberg as their manufacturer. If 
Heidelberg’s (co)ownership expires, the Customer’s 
ownership of the resulting  item shall pass to Heidelberg 
in proportion between all receivables (as per Item 
5.35.2 and the value of the other items. The Customer 
shall store the items owned by Heidelberg free of 
charge. 

5.4.3 The Customer must keep the delivery item free from any 
access by third parties at its own expense and must 
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immediately notify in writing of any imminent access, 
including those affecting the Customer's premises. The 
Customer is not obliged to notify third parties of Heidel-
berg's ownership. 

5.4.4 A change of location of the delivery item requires the 
prior written consent of Heidelberg and may only be 
carried out by Heidelberg employees or representatives. 

5.4.5 The Customer should receive the delivery item in per-
fect condition. The Customer must also insure the deliv-
ery item at its own expense in favour of Heidelberg 
against risks during transport and assembly, machine 
breakage, fire, burglary and water damage, as well as 
provide proof of insurance and premium payment upon 
Heidelberg’s request. 

5.4.6 The Customer shall allow Heidelberg or its agents to in-
spect the delivery item and, for this purpose, to access 
the rooms in which it is located and shall undertake to 
provide assistance, if necessary, without claiming com-
pensation for this action. 

5.5 In the case of financing of the purchase price by third 
parties (especially, financial purchase contract), the re-
tention of title remains agreed and the rights arising 
from the Contract remain in force until Heidelberg’s re-
ceivables for delivery are paid in full and the third party 
is also fully satisfied by the Customer in compliance 
with the financing contract. 

5.6 If the Customer falls behind with payment or violates its 
obligations under Section 5, Heidelberg is entitled to 
withdraw from the Contract or to have the delivery item 
returned when reserving the right to withdraw from the 
contract, but without the need of exercising any right of 
withdrawal or termination.  

C. Special Part: Service 

1. Area of application 

1.1 The Special Part about service applies to all service con-
tracts with agreed periods and to individual service or-
ders. 

2. Terms of payment 

2.1 For the service contracts with an agreed term, the con-
tract fees are calculated quarterly in advance. If a period 
is agreed in a service contract for digital printing sys-
tems, the actual consumption will also be invoiced quar-
terly in retrospect. 

3. Security co-ownership and liens 

3.1 In order to secure receivables in favour of Heidelberg, 
the Customer grants Heidelberg co-ownership of the 
machine or component (subject of the service contract) 
in the amount of the invoice value. Until the receivables 
are fully paid, the Customer shall store the machine or 
component for Heidelberg free of charge. 

3.2 In the case of repairs at a Heidelberg’s factory or an-
other manufacturer, the Customer shall order Heidel-
berg a lien to secure all receivables, unless the receiva-
bles have already been secured in accordance with Item 

3.1. 

3.3 Heidelberg's co-ownership and liens will expire when 
the invoice is paid completely. 

3.4 If Heidelberg is entitled to return of the machines or 
components by the Customer or to use the deposit, the 
goods must be returned in perfect condition and after 
deletion of all personal data. 

4. Contract terms 

4.1 Notwithstanding Section A Item 10.2, service term con-
tracts for digital printing systems shall automatically 
expire at the end of the minimum contract period, even 
without explicit termination. 

5. Place of performance 

5.1 The place of performance is the location given in the or-
der confirmation. 
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D. Special Part: Software  

1. Area of application 

1.1 The Special Part about software applies to any software 
that Heidelberg makes available to its Customers ("Soft-
ware"), with the exception of machine control software 
(see Section B Sales, Item 3). 

2. General provisions 

2.1 The Software use requires a user-based Heidelberg ac-
count. For creating the account, the applicable terms of 
use are available at www.heidelberg.com/por-
tal/en/terms. 

2.2 Heidelberg shall provide the Customer with user docu-
mentation in electronic form after the conclusion of the 
contract. The user documentation can also be viewed 
while using the Software. 

2.3 Modifications and adjustment  

2.3.1 Heidelberg may update and further develop the Soft-
ware at any time and may adapt it, in particular, due to 
changes in legal status, technical developments, or to 
improve IT safety. Heidelberg duly considers the Cus-
tomer’s legitimate interest and informs the Customer 
about important updates in good time.  

2.3.2 Heidelberg is also entitled to cease or replace parts of 
the Software. During the contract term, Heidelberg will 
not worsen any essential characteristics or features of 
the Software or cease the Software without replace-
ment, unless such an action is necessary to (i) fulfil new 
legal requirements; (ii) to allow for changes inflicted on 
Heidelberg by any important vendors or subcontractors 
(e.g., termination of Heidelberg's relationship with a 
third-party software vendor or supplier of services re-
quired to provide the software); or (iii) as an ultima ra-
tio, consider security risks that cannot otherwise be re-
solved in an economically appropriate manner. Heidel-
berg will inform the Customer of such material deterio-
ration or cessation of the Software as soon as possible 
(at least 60 days in advance, to the extent reasonably 
possible and legally permissible), whereby the Cus-
tomer may terminate the Software in question by writ-
ten notice to Heidelberg. The Customer can exercise this 
right of termination not later than within 30 days after 
its receipt of the notification about deterioration or ces-
sation of the Software. In the event of such termination 
or cessation of the Software, Heidelberg will reimburse 
any fees paid in advance for the affected part pro rata 
for the remaining term. 

2.3.3 If Heidelberg makes Software available to the Customer 
free of charge, Heidelberg does not provide any support 
for such Software and is not liable for its availability. 
Heidelberg may cease the Software provided free of 
charge at any time. 

2.4 Delivery and installation of the Software 

2.4.1 Heidelberg performs its delivery by making the Soft-
ware available in the Internet or, if agreed in the order 
confirmation, by installing the Software at the Custom-
er's premises, or by activating it, by transferring the re-
quired license keys to the Customer and by providing 
digital access to the user documentation.  

2.4.2 The Customer is responsible for installing the software. 
The Software installation instructions described in the 
user documentation shall apply, in particular with re-
gard to the hardware and software environment includ-
ing access to the Internet to be maintained by the Cus-
tomer.  

2.5 Customer’s obligation to co-operate 

2.5.1 The Customer must take appropriate technical and or-
ganizational measures to protect the Software. Espe-
cially, the Customer is obligated to keep its IT systems, 
hardware and operating systems up-to-date (e.g., by se-
curity updates). 

2.5.2 The Customer must ensure a suitable periodic backup 
of its data and programs. Prior to any upcoming Heidel-
berg’s work or other services, the Customer shall ensure 
that an appropriate data backup is carried out. 

2.5.3 The Customer is prohibited from using the Software in 
a manner that violates applicable law. This includes, in 
particular, entry, storage, or transfer of information and 
data into or via the Software that is unlawful, or in-
fringes IP rights, or endangers and/or circumvents the 
Software operation or safety.  

2.6 Terms of payment 

2.6.1 The Customer shall pay Heidelberg the fee agreed in the 
order confirmation. Upon receipt of the invoice, the in-
voice amount is due for payment.  

2.7 Prinect News 

2.7.1 Heidelberg sends messages to the Prinect Maintenance 
Centre installed in the Customer network. The Prinect 
News can then be directly accessed via the Prinect Cock-
pit integrated in the Software. In addition, the Customer 
has the opportunity to distribute the Prinect News via e-
mail addresses specified by the Customer. Such e-mail 
addresses are not visible to Heidelberg. Heidelberg only 
receives statistical feedback about the number of e-mail 
recipients entered in the Prinect Maintenance Centre 
per News category. 

2.8 Remedy of defects  

2.8.1 To enable Heidelberg to correctly rectify the Software, it 
is necessary that the Customer 

• adequately describes the detected defects and 
makes them identifiable for Heidelberg; 

• provides documents necessary for the defect rectifi-
cation; 

• installs Heidelberg’s updates on its own; 

• uses the Software in accordance with the Contract 
and does not intervene or modify the Software. 

2.8.2 If Heidelberg provides the Customer with supplemen-
tary items (e.g. patches or supplementary user docu-
mentation) to improve or maintain the Software, or 
with a new edition of the Software (e.g. updates or up-
grades) that replaces previous versions ("outdated soft-
ware"), such items also become subject to the Contract 
provisions. If Heidelberg makes a new edition of the 
Software available, the Customer's authorisation in re-
lation to the old software shall lapse under these condi-
tions, even without Heidelberg’s express request for re-
turn, as soon as the Customer uses the new software 
productively. 

2.9 Right of inspection, compensation for damages 

2.9.1 Heidelberg is entitled to check whether the Software is 
used in accordance with the GTC. For this purpose, Hei-
delberg may request information from the Customer, 
especially about the period and extent of the Software’s 
use. If Heidelberg is not able to do so remotely, Heidel-
berg may physically inspect the relevant hardware and 
software at the Customer’s premises. For this purpose, 
Heidelberg must be granted access to the Customer's 
premises during normal business hours and taking into 
account the Customer's interests. 

2.10 If the Customer uses the Software beyond the scope of 
use granted, Heidelberg is entitled to invoice such addi-
tional use based on its the valid license prices. Other 
Heidelberg’s rights and titles remain unaffected. 

2.10.1 The Customer shall pay compensation in the amount of 
the Software purchase price or a twelve-month lease for 
each case of culpable Contract-violating enabling of 
third parties to use the Software and user documenta-
tion, or production of an unauthorized copy, or use of 
the Software on additional hardware. The compensa-
tion is to be set higher or lower if Heidelberg proves a 
higher loss or if the Customer proves a lower loss. 

http://www.heidelberg.com/portal/en/terms
http://www.heidelberg.com/portal/en/terms
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Heidelberg reserves the right to assert further claims for 
damages. 

2.10.2 Upon request, the Customer must provide Heidelberg 
with all information regarding assertion of claims 
against third parties, in particular their names and ad-
dresses, and immediately notify of the nature and scope 
of its claims arising from the unauthorized use of the 
Software. 

2.11 Third-party rights, prohibition of reverse engi-
neering, return after termination 

2.11.1 If Heidelberg is not directly entitled to copyright and 
other rights to the Software parts or modules, the Cus-
tomer shall only have the rights of use granted by the 
rights owner within the scope of the latter’s terms of li-
cense and use. Without its being claimed to be complete 
and up-to-date, the content of these provisions can be 
regularly viewed via the graphical user interface of the 
Software, if exists. Within the scope of the Contract con-
clusion, the Customer is entitled to take note of the re-
spective Software use and Software license conditions of 
the rights owner.  

2.11.2 The copyright, all industrial property rights and other 
intellectual property including business secrets will be 
retained by Heidelberg or by the third party from whom 
Heidelberg received the right to distribute the Software 
and to grant the rights of use to the Customer. It is pro-
hibited to remove or change copyright notices, serial 
numbers, or other features used for program identifica-
tion. 

2.11.3 The Customer is not permitted to reverse-translate the 
Software program code into other codes (decompila-
tion). Other types of reverse engineering to the Soft-
ware’s various production stages are also prohibited. In-
terventions of such kind are only permitted within the 
limits defined by § 69e UrhG (German Copyright Act), 
if it is essential to obtain the necessary information for 
the Software’s interoperability with other programs, 
and such information is neither published nor other-
wise readily accessible, and the Customer requested it 
at Heidelberg but did not receive. In this case, the Cus-
tomer shall inform Heidelberg about the parts to be de-
compiled. Heidelberg may demand reasonable remu-
neration for granting the Customer an access to the in-
formation and for decompilation.  

2.11.4 The Customer is entitled to make changes, extensions, 
or other revisions to the Software within the sense of § 
69c No. 2 of the German Copyright Act only to the ex-
tent compulsorily permitted by the law  (ius cogens), 
Such changes may only be used for the company's own 
internal business operations. The Customer is prohib-
ited from passing on such own works to third parties, 
even  free of charge, and from any other commercial use, 
including use of technical solutions or modules con-
tained in the Software for purposes other than the con-
tractually required use. The Customer enables Heidel-
berg to check (inspect) such work upon request.  

2.11.5 Upon termination of the user authorization (e.g. with-
drawal, subsequent delivery, termination), the Cus-
tomer is obliged to return the Software with all existing 
copies and modifications of any kind. If no physical re-
turn of the Software and the copies is possible for tech-
nical reasons, the Customer shall delete them and con-
firm its fulfilment of the above obligation to Heidelberg 
in writing. 

3. Special Provisions: Leasing 

3.1 Granting of rights 

3.1.1 During the Contract term, Heidelberg grants the Cus-
tomer a simple, non-exclusive, non-sublicensable right 
to the Customer's own internal contractual use, limited 
to the Customer's production location specified in the 
order confirmation. Such contractual use is limited to 

the functions, users, or other usage metrics stated in the 
order confirmation.  

3.2 Rights in the event of defects 

3.2.1 Defects shall be rectified within a reasonable period of 
time either by providing a revision of the Software or by 
circumventing the defect, as per Heidelberg's choice.  
Until a revision is made available, Heidelberg shall pro-
vide an interim solution to circumvent the defect, if this 
is possible and reasonable for Heidelberg at reasonable 
expense. 

3.2.2 Section A Item 8.1 shall not apply. 

3.3 Transition from Customer installation to SaaS 

3.3.1 In the future, instead of the Software installed at the 
Customer's premises, Heidelberg shall be entitled to 
make new Software versions available only as ‘Software 
as a Service’ in accordance with the relevant provisions, 
Section D, Item 4.  Heidelberg will inform the Customer 
about such a change in good time. 

4. Special provisions: Software as a Service (SaaS)  

4.1 Granting of rights 

4.1.1 During the Contract term, Heidelberg grants the Cus-
tomer a simple, non-exclusive, non-sublicensable right 
to use the Software as a Service (‘SaaS’) by means of a 
browser and the user documentation for the Customer’s 
own internal contractual use, limited to the Customer's 
production location specified in the order confirmation. 
Such contractual use is especially limited to the func-
tions, users, or other usage metrics stated in the order 
confirmation. 

4.1.2 The data to access the SaaS must not be used multiple 
times or by several people at the same time. However, 
they can be transferred from one user to another if the 
original user is no longer authorized to use the SaaS. 
The Customer shall be liable for acts and omissions of 
its users, affiliates and third parties employed in accord-
ance with the Contract, as well as for its own acts and 
omissions. Moreover, the Customer is prohibited from 
making the SaaS and user documentation available to 
third parties. 

4.2 Terms of payment 

4.2.1 The Customer shall pay Heidelberg the fee agreed in the 
order confirmation. Upon receipt of the invoice, the in-
voice amount is due for payment.  

4.3 Service levels, maintenance time, troubleshoot-
ing 

4.3.1 Heidelberg provides a total availability of services of at 
least 98% per year at the point of transfer to the Inter-
net.  

4.3.2 Availability means the Customer's ability to use all the 
Software’s main functions. This also include mainte-
nance and failure times if the troubleshooting time is 
adhered to. Times of minor faults are not taken into ac-
count when measuring the availability. Heidelberg's 
measuring instruments are decisive for the availability 
proof. 

4.3.3 Heidelberg will inform the Customer about its mainte-
nance hours as soon as possible. In the case of critical 
security gaps and other maintenance critical for the op-
eration, Heidelberg is entitled to carry out the mainte-
nance at short notice at its reasonable discretion.  

4.3.4 The Customer must report any faults to Heidelberg im-
mediately. Heidelberg will acknowledge receipt of the 
fault message within the service hours and begin the 
rectification process. Heidelberg will tell the Customer 
an estimated time period needed for elimination of the 
faults.  

4.3.5 Insignificant faults will be eliminated at Heidelberg's 
discretion. 
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4.4 Rights in the event of defects 

4.4.1 Defects shall be rectified within a reasonable period of 
time either by providing a revision of the Software or by 
circumventing the defect, as per Heidelberg's choice. 
Until a revision is made available, Heidelberg shall pro-
vide an interim solution to circumvent the defect, if this 
is possible and reasonable for Heidelberg at reasonable 
expense. 

4.4.2 Section A Item 8.1 shall not apply. 

4.5 Temporary restriction of access 

4.5.1 Heidelberg shall be entitled to suspend or restrict the 
Customer’s or the Software user’s access to and use of 
the Software in whole or in part with immediate effect if 
Heidelberg detects at its reasonable discretion that the 
Software’s use by the Customer or its users may lead to 
a material impairment of the SaaS, its users, other Hei-
delberg’s Customers, or the rights of third parties in a 
manner that requires immediate action to prevent dam-
age and losses. Heidelberg shall immediately inform the 
Customer of such a suspension or restriction. If possi-
ble, Heidelberg will inform the Customer in advance. 
The Customer is still obliged to pay the fee. Heidelberg 
will cancel the suspension or restriction when the rea-
son for it no longer exists. 

5. Special Provisions: Purchase  

5.1 Granting of rights 

5.1.1 After the Customer’s payment in full, Heidelberg grants 
the Customer a simple, non-exclusive, and non-subli-
censable right to the Customer's own internal contrac-
tual use, limited to the Customer's production location 
specified in the order confirmation. Such use is (i) lim-
ited to the functions, users, or other usage metrics 
stated in the order confirmation and (ii) transferable 
only in compliance with Item 5.2.  

5.1.2 To back up its data, the Customer may make a single 
copy of the Software. In all copies the Customer is 
obliged to take over the proprietary rights notes on the 
Software. In particular, backup copies of the Software 
must be expressly marked as back-ups. Partial repro-
duction of the written material for internal purposes is 
permitted, if it is necessary for the Software’s intended 
use. If required, additional user documentation, can be 
obtained from Heidelberg. 

5.2 Transfer 

5.2.1 Upon resale of the Software, the Customer may transfer 
rights to the Software and the user manual to the same 
extent as they are transferred to the Customer for the 
purpose of fulfilling the Contract. The Customer is 
obliged to cease the use of the Software, to hand over 
the backup copy, or to destroy unhanded copies, and to 
contractually obligate the third party to use the Soft-
ware and the user manual only to the extent specified in 
Item 3.1. Heidelberg may request information from the 
Customer about how the aforementioned measures are 
carried out by the Customer. 

6. Special Provisions: Software Maintenance  

6.1 Subject matter 

6.1.1 If agreed in Heidelberg’s order confirmation, Heidel-
berg shall provide maintenance of the Software ac-
quired and used in accordance with the Contract as de-
fined in Section D Item 5 . If the Customer uses different 
modules of the Software, its maintenance can only be 
provided for the entire system consisting of all modules.  

6.1.2 The Customer is not entitled to any extended functions 
of the Software beyond the original scope of services. 
Such extensions shall be ordered and paid separately.  

6.1.3 The Software maintenance contract conclusion requires 
the Customer’s purchase the current Software version 
from Heidelberg.  

6.1.4 The maintenance measures will be performed, as fol-
lows: 

a) During the term, Heidelberg will provide the latest gen-
erally offered program version including the associated 
installation instructions.  

b) If the Customer notifies Heidelberg of a reproducible, 
significant deviation of the Software from the valid user 
documentation, Heidelberg shall eliminate the devia-
tion by individual measures or by supplying a new Soft-
ware version or by a circumvention option. 

c) If a new version can only be run after the Customer's 
hardware, the operating system, and graphics software 
are converted or retrofitted, Heidelberg may refuse to 
deliver the new version and reduce its maintenance ser-
vices for the existing Software version to maintaining its 
essential functions, if the Customer does not accept the 
conversions or retrofits within four weeks after having 
been notified by Heidelberg. In such cases, the the Cus-
tomer is still obliged to pay the agreed fees for the 
maintenance services in full. 

d) If it turns out during the maintenance that the deviation 
was caused either by the Customer’s or a third party’s 
unauthorised modifying the Software, or by the Cus-
tomer’s use contrary to the Contract, or by using the 
Software together with other ones not maintained by 
Heidelberg, the Customer must pay separately and in 
addition for the services incurred, including travel 
costs, in accordance with the price list valid at the time 
of the service. In the case of Software updates, the Cus-
tomer’s unauthorized modifications to the Software and 
special features resulting from its operating the Soft-
ware together with the ones not maintained by Heidel-
berg cannot be taken into account. 

6.2 Customer's obligation to cooperate 

6.2.1 The Customer shall provide reasonable cooperation and 
grant Heidelberg access on site or access to the Soft-
ware.  

6.2.2 The Customer is responsible for proper functioning of 
its hardware and operating system on which the Soft-
ware to be maintained is installed. They must comply 
with the respective minimum technical requirements of 
the Software and must be up-to-date (in particular, se-
curity patches).  

6.3 Remedy of defects 

6.3.1 Defects shall be rectified within a reasonable period of 
time either by providing a revision of the Software or by 
circumventing the defect, as per Heidelberg's choice. 
Until a revision is made available, Heidelberg shall pro-
vide an interim solution to circumvent the defect, if this 
is possible and reasonable for Heidelberg at reasonable 
expense. 

6.3.2 Section A Item 8.1 shall not apply. 

6.4 Additional expenses, end of obligation to per-
form 

6.4.1 Heidelberg is only obliged to maintain the current Soft-
ware version. The Customer must install the provided 
updates. If the Customer does not comply with its obli-
gations to cooperate (in particular, installation of up-
dates of third-party software), the Customer will pay 
any additional costs in accordance with Heidelberg’s 
price list in its current version. If the Customer rejects 
the update, Heidelberg shall be released from its obliga-
tions regarding the Software maintenance under this 
Contract with regard to the affected Software.  

6.4.2 If, without prior authorisation, the Software was modi-
fied by the Customer or a third party, or the Software 
location changes, or the Software was copied, or the re-
spective hardware is replaced, the obligation to perform 
maintenance services will expire.  

6.5 If problems with the Software occur, Heidelberg offers 
support services to the agreed extent via remote 
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maintenance, telephone, or e-mail to a qualified contact 
person designated by the Customer within Heidelberg's 
normal business hours. The usual business (availability 
time) are the time from Monday to Friday, 8am – 4pm, 
except the statutory holidays in Baden-Wuerttemberg, 
Germany and the 24th and 31st of December. 

6.6 Rights of use 

6.6.1 The Customer's rights of use to new versions and other 
corrections of the maintenance Software equal to the 
rights of use to the previous version of the maintenance 
Software. With respect to the rights of use, the rights to 
the new versions and other corrections shall replace the 
rights of the previous versions and other corrections af-
ter a reasonable transitional period, which shall not 
normally exceed one month.  

6.6.2 If an independently running software is provided, the 
transfer of rights to the Customer shall be subject to the 
release of further software assets. If other Software ver-
sions are transferred, the rights to the previous Software 
versions shall expire; however, the contractor shall tol-
erate the use of the previous version until the new trans-
ferred Software are installed or, if any defects in the last 
provided Software, until the defects are eliminated as 
described in para. 1. 

6.7 Terms of payment 

6.7.1 The Customer shall pay Heidelberg the agreed fee for 
Software maintenance first time on the date given in the 
order confirmation pro rata until the end of the current 
calendar quarter, and then quarterly in advance at the 
beginning of each calendar quarter.  

6.7.2 If the Software maintenance fee is based on a certain 
percentage of the software license fee, the basis for cal-
culating the software maintenance fee will be the cur-
rent list price required by Heidelberg and not the price 
agreed with the Customer. 
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E. Data Processing Agreement  

1. Purpose and Scope 

1.1 The purpose of these Standard Contractual Clauses (the 
Clauses) is to ensure compliance with Article 28(3) and 
(4) of Regulation (EU) 2016/679 of the European Par-
liament and of the Council of 27 April 2016 on the pro-
tection of natural persons with regard to the processing 
of personal data and on the free movement of such data, 
and repealing Directive 95/46/EC (General Data Pro-
tection Regulation). 

1.2 These Clauses apply to the processing of personal data 
(available at https://home.plus.heidelberg.com/#/le-
gal/processings). 

1.3 These Clauses are without prejudice to obligations to 
which the controller is subject by virtue of Regulation 
(EU) 2016/679 and/or Regulation (EU) 2018/1725. 

1.4 These Clauses do not by themselves ensure compliance 
with obligations related to international transfers in ac-
cordance with Chapter V of Regulation (EU) 2016/679 
and/or Regulation (EU) 2018/1725. 

2. Invariability of the Clauses 

2.1 The Parties undertake not to modify the Clauses, except 
for adding information to the Annexes or updating in-
formation in them. 

2.2 This does not prevent the Parties from including the 
standard contractual clauses laid down in these Clauses 
in a broader contract, or from adding other clauses or 
additional safeguards provided that they do not directly 
or indirectly contradict the Clauses or detract from the 
fundamental rights or freedoms of data subjects. 

3. Interpretation 

3.1 Where these Clauses use the terms defined in Regula-
tion (EU) 2016/679 or Regulation (EU) 2018/1725 re-
spectively, those terms shall have the same meaning as 
in that Regulation. 

3.2 These Clauses shall be read and interpreted in the light 
of the provisions of Regulation (EU) 2016/679 or Regu-
lation (EU) 2018/1725 respectively. 

3.3 These Clauses shall not be interpreted in a way that runs 
counter to the rights and obligations provided for in 
Regulation (EU) 2016/679 / Regulation (EU) 
2018/1725 or in a way that prejudices the fundamental 
rights or freedoms of the data subjects. 

4. Hierarchy 

In the event of a contradiction between these Clauses 
and the provisions of related agreements between the 
Parties existing at the time when these Clauses are 
agreed or entered into thereafter, these Clauses shall 
prevail. 

5. (Intentionally left blank) 

6. Description of Processing(s) 

The details of the processing operations, in particular 
the categories of personal data and the purposes of pro-
cessing for which the personal data is processed on be-
half of the controller, are specified in the description of 
data processings (available at https://home.plus.hei-
delberg.com/#/legal/processings). 

7. Obligations of the Parties 

7.1 Instructions 

7.1.1 The processor shall process personal data only on doc-
umented instructions from the controller, unless re-
quired to do so by Union or Member State law to which 
the processor is subject. In this case, the processor shall 
inform the controller of that legal requirement before 
processing, unless the law prohibits this on important 
grounds of public interest. Subsequent instructions may 
also be given by the controller throughout the duration 
of the processing of personal data. These instructions 
shall always be documented. 

7.1.2 The processor shall immediately inform the controller 
if, in the processor’s opinion, instructions given by the 
controller infringe Regulation (EU) 2016/679 / Regula-
tion (EU) 2018/1725 or the applicable Union or Mem-
ber State data protection provisions. 

7.2 Purpose Limitation  

The processor shall process the personal data only for 
the specific purpose(s) of the processing, as set out in 
the description of data processings (available at 
https://home.plus.heidelberg.com/#/legal/process-
ings), unless it receives further instructions from the 
controller. 

7.3 Duration of the Processing of Personal Data 

Processing by the processor shall only take place for the 
duration specified in the description of data processings 
(available at https://home.plus.heidelberg.com/#/le-
gal/processings). 

7.4 Security of Processing 

7.4.1 The processor shall at least implement the technical and 
organisational measures (available at 
https://home.plus.heidelberg.com/#/legal/toms) to 
ensure the security of the personal data. This includes 
protecting the data against a breach of security leading 
to accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure or access to the data (personal 
data breach). In assessing the appropriate level of secu-
rity, the Parties shall take due account of the state of the 
art, the costs of implementation, the nature, scope, con-
text and purposes of processing and the risks involved 
for the data subjects. 

7.4.2 The processor shall grant access to the personal data 
undergoing processing to members of its personnel only 
to the extent strictly necessary for implementing, man-
aging and monitoring of the contract. The processor 
shall ensure that persons authorised to process the per-
sonal data received have committed themselves to con-
fidentiality or are under an appropriate statutory obli-
gation of confidentiality. 

7.5 Sensitive Data 

If the processing involves personal data revealing racial 
or ethnic origin, political opinions, religious or philo-
sophical beliefs, or trade union membership, genetic 
data or biometric data for the purpose of uniquely iden-
tifying a natural person, data concerning health or a 
person’s sex life or sexual orientation, or data relating 
to criminal convictions and offences (“sensitive data”), 
the processor shall apply specific restrictions and/or ad-
ditional safeguards. 

7.6 Documentation and Compliance  

7.6.1 The Parties shall be able to demonstrate compliance 
with these Clauses. 

7.6.2 The processor shall deal promptly and adequately with 
inquiries from the controller about the processing of 
data in accordance with these Clauses. 

7.6.3 The processor shall make available to the controller all 
information necessary to demonstrate compliance with 
the obligations that are set out in these Clauses and 
stem directly from Regulation (EU) 2016/679 and/or 
Regulation (EU) 2018/1725. At the controller’s request, 
the processor shall also permit and contribute to audits 
of the processing activities covered by these Clauses, at 
reasonable intervals or if there are indications of non-
compliance. In deciding on a review or an audit, the 
controller may take into account relevant certifications 
held by the processor. 

7.6.4 The controller may choose to conduct the audit by itself 
or mandate an independent auditor. Audits may also in-
clude inspections at the premises or physical facilities of 
the processor and shall, where appropriate, be carried 
out with reasonable notice. 

https://home.plus.heidelberg.cloud/processings
https://home.plus.heidelberg.cloud/processings
https://home.plus.heidelberg.cloud/processings
https://home.plus.heidelberg.cloud/processings
https://home.plus.heidelberg.cloud/processings
https://home.plus.heidelberg.cloud/processings
https://home.plus.heidelberg.cloud/processings
https://home.plus.heidelberg.cloud/processings
https://home.plus.heidelberg.cloud/toms
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7.6.5 The Parties shall make the information referred to in 
this Clause, including the results of any audits, available 
to the competent supervisory authority/ies on request. 

7.7 Use of Sub-Processors  

7.7.1 The processor has the controller’s general authorisation 
for the engagement of sub-processors from an agreed 
list (available at https://home.plus.heidel-
berg.com/#/legal/subprocessors). The processor shall 
specifically inform in writing the controller of any in-
tended changes of that list through the addition or re-
placement of sub-processors at least three weeks in ad-
vance, thereby giving the controller sufficient time to be 
able to object to such changes prior to the engagement 
of the concerned sub-processor(s). The processor shall 
provide the controller with the information necessary to 
enable the controller to exercise the right to object. 

7.7.2 Where the processor engages a sub-processor for carry-
ing out specific processing activities (on behalf of the 
controller), it shall do so by way of a contract which im-
poses on the sub-processor, in substance, the same data 
protection obligations as the ones imposed on the data 
processor in accordance with these Clauses. The proces-
sor shall ensure that the sub-processor complies with 
the obligations to which the processor is subject pursu-
ant to these Clauses and to Regulation (EU) 2016/679 
and/or Regulation (EU) 2018/1725. 

7.7.3 At the controller’s request, the processor shall provide a 
copy of such a sub-processor agreement and any subse-
quent amendments to the controller. To the extent nec-
essary to protect business secret or other confidential 
information, including personal data, the processor 
may redact the text of the agreement prior to sharing the 
copy. 

7.7.4 The processor shall remain fully responsible to the con-
troller for the performance of the sub-processor’s obli-
gations in accordance with its contract with the proces-
sor. The processor shall notify the controller of any fail-
ure by the sub-processor to fulfil its contractual obliga-
tions. 

7.7.5 The processor shall agree a third party beneficiary 
clause with the sub-processor whereby - in the event the 
processor has factually disappeared, ceased to exist in 
law or has become insolvent - the controller shall have 
the right to terminate the sub-processor contract and to 
instruct the sub-processor to erase or return the per-
sonal data. 

7.8 International Transfers 

7.8.1 Any transfer of data to a third country or an interna-
tional organisation by the processor shall be done only 
on the basis of documented instructions from the con-
troller or in order to fulfil a specific requirement under 
Union or Member State law to which the processor is 
subject and shall take place in compliance with Chapter 
V of Regulation (EU) 2016/679 or Regulation (EU) 
2018/1725. 

7.8.2 The controller agrees that where the processor engages 
a sub-processor in accordance with Clause 7.7. for car-
rying out specific processing activities (on behalf of the 
controller) and those processing activities involve a 
transfer of personal data within the meaning of Chapter 
V of Regulation (EU) 2016/679, the processor and the 
sub-processor can ensure compliance with Chapter V of 
Regulation (EU) 2016/679 by using standard contrac-
tual clauses adopted by the Commission in accordance 
with of Article 46(2) of Regulation (EU) 2016/679, pro-
vided the conditions for the use of those standard con-
tractual clauses are met. 

8. Assistance to the Controller 

8.1 The processor shall promptly notify the controller of 
any request it has received from the data subject. It shall 
not respond to the request itself, unless authorised to do 
so by the controller. 

8.2 The processor shall assist the controller in fulfilling its 
obligations to respond to data subjects’ requests to ex-
ercise their rights, taking into account the nature of the 
processing. In fulfilling its obligations in accordance 
with Clauses 8.1 and 8.2, the processor shall comply 
with the controller’s instructions 

8.3 In addition to the processor’s obligation to assist the 
controller pursuant to Clause 8.2, the processor shall 
furthermore assist the controller in ensuring compli-
ance with the following obligations, taking into account 
the nature of the data processing and the information 
available to the processor: 

a) the obligation to carry out an assessment of the 
impact of the envisaged processing operations on 
the protection of personal data (a ‘data protection 
impact assessment’) where a type of processing is 
likely to result in a high risk to the rights and free-
doms of natural persons; 

b) the obligation to consult the competent supervi-
sory authority/ies prior to processing where a 
data protection impact assessment indicates that 
the processing would result in a high risk in the 
absence of measures taken by the controller to 
mitigate the risk; 

c) the obligation to ensure that personal data is ac-
curate and up to date, by informing the controller 
without delay if the processor becomes aware that 
the personal data it is processing is inaccurate or 
has become outdated; 

d) the obligations in Article 32 Regulation (EU) 
2016/679. 

8.4 The Parties shall set out in the technical and organisa-
tional measures (available at https://home.plus.heidel-
berg.com/#/legal/toms) the appropriate technical and 
organisational measures by which the processor is re-
quired to assist the controller in the application of this 
Clause as well as the scope and the extent of the assis-
tance required. 

9. Notification of Personal Data Breach 

In the event of a personal data breach, the processor 
shall cooperate with and assist the controller for the 
controller to comply with its obligations under Articles 
33 and 34 Regulation (EU) 2016/679 or under Articles 
34 and 35 Regulation (EU) 2018/1725, where applica-
ble, taking into account the nature of processing and the 
information available to the processor. 

9.1 Data Breach Concerning Data Processed by the 
Controller 

In the event of a personal data breach concerning data 
processed by the controller, the processor shall assist 
the controller: 

9.1.1 in notifying the personal data breach to the competent 
supervisory authority/ies, without undue delay after the 
controller has become aware of it, where relevant/(un-
less the personal data breach is unlikely to result in a 
risk to the rights and freedoms of natural persons); 

9.1.2 in obtaining the following information which, pursuant 
to Article 33(3) Regulation (EU) 2016/679, shall be 
stated in the controller’s notification, and must at least 
include: 

a) the nature of the personal data including where 
possible, the categories and approximate number 
of data subjects concerned and the categories and 
approximate number of personal data records 
concerned; 

b) the likely consequences of the personal data 
breach; 

c) the measures taken or proposed to be taken by the 
controller to address the personal data breach, in-
cluding, where appropriate, measures to mitigate 
its possible adverse effects. 
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Where, and insofar as, it is not possible to provide all 
this information at the same time, the initial notifica-
tion shall contain the information then available and 
further information shall, as it becomes available, sub-
sequently be provided without undue delay. 

9.1.3 in complying, pursuant to Article 34 Regulation (EU) 
2016/679, with the obligation to communicate without 
undue delay the personal data breach to the data sub-
ject, when the personal data breach is likely to result in 
a high risk to the rights and freedoms of natural per-
sons. 

9.2 Data Breach Concerning Data Processed by the 
Processor 

In the event of a personal data breach concerning data 
processed by the processor, the processor shall notify 
the controller without undue delay after the processor 
having become aware of the breach. Such notification 
shall contain, at least: 

a) a description of the nature of the breach (includ-
ing, where possible, the categories and approxi-
mate number of data subjects and data records 
concerned); 

b) the details of a contact point where more infor-
mation concerning the personal data breach can 
be obtained; 

c) its likely consequences and the measures taken or 
proposed to be taken to address the breach, in-
cluding to mitigate its possible adverse effects. 

Where, and insofar as, it is not possible to provide all 
this information at the same time, the initial notifica-
tion shall contain the information then available and 
further information shall, as it becomes available, sub-
sequently be provided without undue delay. 

The Parties shall set out in the technical and organisa-
tional measures (available at https://home.plus.heidel-
berg.com/#/legal/toms)  all other elements to be pro-
vided by the processor when assisting the controller in 
the compliance with the controller’s obligations under 
Articles 33 and 34 of Regulation (EU) 2016/679. 

10. Non-Compliance with the Clauses and Termina-
tion 

10.1 Without prejudice to any provisions of Regulation (EU) 
2016/679 and/or Regulation (EU) 2018/1725, in the 
event that the processor is in breach of its obligations 
under these Clauses, the controller may instruct the 
processor to suspend the processing of personal data 
until the latter complies with these Clauses or the con-
tract is terminated. The processor shall promptly in-
form the controller in case it is unable to comply with 
these Clauses, for whatever reason. 

10.2 The controller shall be entitled to terminate the contract 
insofar as it concerns processing of personal data in ac-
cordance with these Clauses if: 

a) the processing of personal data by the processor 
has been suspended by the controller pursuant to 
Clause 10.1 and if compliance with these Clauses 
is not restored within a reasonable time and in 
any event within one month following suspen-
sion; 

b) the processor is in substantial or persistent 
breach of these Clauses or its obligations under 
Regulation (EU) 2016/679 and/or Regulation 
(EU) 2018/1725; 

c) the processor fails to comply with a binding deci-
sion of a competent court or the competent super-
visory authority/ies regarding its obligations pur-
suant to these Clauses or to Regulation (EU) 
2016/679 and/or Regulation (EU) 2018/1725. 

10.3 The processor shall be entitled to terminate the contract 
insofar as it concerns processing of personal data under 
these Clauses where, after having informed the 

controller that its instructions infringe applicable legal 
requirements in accordance with Clause 7.1.2, the con-
troller insists on compliance with the instructions. 

10.4 Following termination of the contract, the processor 
shall, at the choice of the controller, delete all personal 
data processed on behalf of the controller and certify to 
the controller that it has done so, or, return all the per-
sonal data to the controller and delete existing copies 
unless Union or Member State law requires storage of 
the personal data. Until the data is deleted or returned, 
the processor shall continue to ensure compliance with 
these Clauses. 
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