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General Terms and Conditions of Contract for Commissioned 
Processing pursuant to Art. 28 GDPR as an Appendix to a Main 

Contract 

 

Heidelberger Druckmaschinen Vertrieb Deutschland GmbH ("HDD") 
Gutenbergring 19 
69168 Wiesloch 
 
("Processor") 

 

These General Terms and Conditions of Contract are a supplementary agreement between the 

client ("controller") and the contractor ("processor"), together referred to as the "contracting 

parties", specifying data protection obligations that arise from the conclusion of the contract for 

commissioned processing ("CP-contract"). They are therefore a supplement to the processor's 

General Terms and Conditions for the purpose of complying with requirements of the General 

Data Protection Regulation ("GDPR") when using the "Maintenance Manager" software and to 

ensure protection of the rights of the data subjects. They are accepted by the controller together 

with the processor's General Terms and Conditions.  

 
This CP-contract shall be valid only in conjunction with an applicable service agreement agreed 
between the parties ("main contract"). 
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2. Preamble 

 

1. These contractual clauses (the clauses) state the rights and obligations of the controller 

and the processor for the processing of personal data on behalf of the controller. 

 

2. The clauses are intended to ensure that the parties comply with Article 28 (3) of Regu-

lation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data, and on the 

free movement of such data and repealing Directive 95/46/EC (the General Data Pro-

tection Regulation). 

 

3. In connection with the use of the "Maintenance Manager" software (hereinafter re-

ferred to as "software") the processor shall process personal data on behalf of the con-

troller in accordance with the clauses. 

 

4. The clauses shall take precedence over any similar provisions included in other agree-

ments between the parties. 

 

5. Four documents are appended to the clauses and constitute an integral part thereof. 

 

6. Appendix A contains details of processing of personal data, including the purpose and 

nature of processing, types of personal data, categories of data subjects as well as the 

duration of processing. 

 

7. Appendix B contains the controller's conditions for the use of sub-processors by the pro-

cessor as well as a list of sub-processors authorised by the controller. 

 

8. Appendix C contains the controller's instructions relating to processing of personal data 

and to the minimum security measures to be implemented by the processor as well as 

the way in which audits of the processor and any sub-processors are to be carried out. 

 

9. Appendix D contains provisions for other activities that are not covered by the clauses. 

 

10. The clauses together with the appendices shall be stored by both parties in writing, in-

cluding by electronic means. 

 

11. The clauses shall not exempt the processor from obligations that are incumbent upon 

the processor under the General Data Protection Regulation (GDPR) or other legal pro-

visions. 

3. Rights and obligations of the controller 

 

1. The controller shall be responsible for ensuring that processing of personal data takes 

place in accordance with the GDPR (see Article 24 GDPR), the relevant data protection 

provisions of the Union or Member States1 as well as the clauses. 

 

2. The controller shall have the right and the duty to take decisions relating to the purposes 

and means of processing of personal data. 

 

 
1 Insofar as reference is made in these clauses to 'Member States', this should be understood as a reference to 'EEA Member States'. 
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3. The controller shall be responsible, inter alia, for ensuring that processing of personal 

data entrusted to the processor is carried out on a lawful ground. 

4. The processor must proceed in accordance with instructions 

 

1. The processor shall process personal data only on documented instructions from the 

controller, unless required to do so by Union or Member State law to which the proces-

sor is subject. These instructions are set out in Appendices A and C. Subsequent instruc-

tions by the controller may also be issued during the period of processing of personal 

data. However, such instructions must always be documented and stored in writing, in-

cluding by electronic means, in conjunction with the clauses. 

 

2. The processor shall inform the controller without undue delay if the instructions issued 

by the controller are believed by the processor to be in breach of the GDPR or relevant 

Union or Member State data protection provisions. 

5. Confidentiality 

 

1. The processor shall grant access to personal data processed on behalf of the controller 

only to persons under the processor's responsibility who have provided a commitment 

to confidentiality or who are subject to a suitable legal duty of confidentiality, and only 

where strictly necessary. The list of persons to whom access has been given must be 

reviewed at regular intervals. On the basis of this review, access to personal data may 

be withdrawn if such access is no longer needed; consequently, these persons shall no 

longer have access to personal data. 

 

2. Upon request by the controller, the processor must provide evidence that the relevant 

persons under the processor's responsibility are subject to the above-mentioned confi-

dentiality obligation. 

6. Security of processing 

 

1. Pursuant to Article 32 of the GDPR, the controller and processor must implement suita-

ble technical and organisational measures to guarantee a level of protection commen-

surate with the risk, taking into account the state of the art, costs of implementation 

and the nature, scope, context and purposes of processing as well as the varying likeli-

hood and severity of risk to personal rights and freedoms of natural persons. 

 

The controller shall evaluate the risks to rights and freedoms of natural persons entailed 

in the processing and take measures to minimise such risks. Depending on their rele-

vance, measures may include the following: 

a. the pseudonymisation and encryption of personal data; 

b. the capacity to ensure confidentiality, integrity, availability and robustness of the 

systems and services that relate to the processing on an ongoing basis; 

c. the capacity to restore the availability of and access to personal data rapidly in the 

case of a physical or technical incident; 

d. a procedure for the regular reviewing, assessment and evaluation of the effective-

ness of technical and organisational measures to ensure security of processing. 
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2. Pursuant to Article 32 GDPR, the processor – independently of the controller – shall also 

evaluate risks to the rights and freedoms of natural persons involved in the processing 

and take measures to minimise such risks. For this purpose, the controller must provide 

the processor with all information required to identify and evaluate such risks. 

 

3. Moreover, the processor shall assist the controller in ensuring compliance with the con-

troller's duties under Article 32 GDPR by providing the controller, together with any 

other information required by the controller to comply with their obligation under Arti-

cle 32 GDPR, with information about technical and organisational measures already im-

plemented by the processor in accordance with Article 32 GDPR amongst other things. 

 

If the controller believes it is subsequently necessary for the processor to take further 

measures in addition to those already taken by the processor in accordance with Article 

32 GDPR in order to minimise the identified risks, the controller must specify these ad-

ditional measures to be taken in Appendix C. 

7. Deployment of sub-processors 

 

1. If another processor (a sub-processor) is used, the processor must comply with the re-

quirements stated in Article 28 (2) and (4) of the GDPR. 

 

2. Consequently, the processor must not use any other processor (sub-processor) for the 

fulfilment of the clauses without prior general written consent from the controller. 

 

3. The processor has the general authorisation of the controller to use sub-processors. 

The processor must notify the controller in writing at least four weeks in advance of any 

intended changes that would result in the addition or replacement of sub-processors 

that shall enable the controller to object to such changes before the relevant sub-pro-

cessor(s) are deployed. Appendix B may provide for longer periods of notice for specific 

sub-processing services. The list of sub-processors already approved by the controller is 

given in Appendix B. 

 

4. If the processor deploys a sub-processor to carry out specific processing activities on 

behalf of the controller, the same data protection duties that are already stated in the 

clauses shall be imposed upon that sub-processor by means of a contract or other legal 

act under EU or Member State law, in particular the provision of adequate guarantees 

concerning the adoption of suitable technical and organisational measures to ensure 

that processing complies with the requirements of the clauses and the GDPR. 

 

The processor therefore has the responsibility for demanding that the sub-processor 

must comply at least with the obligations to which the processor is subject under the 

clauses and the GDPR. 

 

5. Upon request by the controller, a copy of such sub-processor agreement and subse-

quent amendments must be provided to the controller, giving the controller the oppor-

tunity to ensure that the sub-processor is subject to the same data protection obliga-

tions that are stated in the clauses. Clauses relating to business matters that do not 

affect the legal data protection content of the sub-processor agreement do not have to 

be submitted to the controller. 
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6. The processor must agree a third-party beneficiary clause with the sub-processor 

whereby, in the case of bankruptcy of the processor, the controller will be a third-party 

beneficiary under the sub-processor agreement and shall have the right to enforce the 

agreement against the sub-processor deployed by the processor, thereby enabling the 

controller for example to instruct the sub-processor to erase or return personal data. 

 

7. If the sub-processor fails to comply with their data protection obligations, the processor 

shall be fully liable to the controller for compliance with the sub-processor's obligations. 

This shall not affect the rights of data subjects against the controller and the processor, 

including the sub-processor, provided for in the GDPR, in particular in Articles 79 and 

82 of the GDPR. 

8. Transfer of data to third countries or international organisations 

 

1. Any transfers of personal data by the processor to third countries or to international 

organisations may take place only on the basis of documented instructions from the 

controller and in compliance with Chapter V of the GDPR. 

 

2. If transfers to third countries or international organisations are required under EU or 

Member State law applicable to the processor and the processor has not received in-

structions from the controller to implement them, the processor must inform the con-

troller about this legal requirement before processing, unless this provision of infor-

mation is prohibited for compelling reasons of public interest under such law. 

 

3. In the absence of documented instructions from the controller, the processor shall 

therefore not be permitted to do the following under the clauses: 

 

a. Transfer of personal data to a controller or processor in a third country or in an 

international organisation, 

b. Transfer of the processing of personal data to a sub-processor in a third country 

c. Procure that personal data are processed by the processor in a third country. 

 

4. Instructions from the controller relating to the transfer of personal data to a third coun-

try including, where applicable, the transfer tool under Chapter V GDPR on which they 

are based, are stated in Appendix C.6. 

 

5. The clauses must not be confused with standard data protection clauses as defined by 

Article 46 (2) lit. c and d of the GDPR, and the parties cannot rely on the clauses as a 

transfer tool under Chapter V of the GDPR. 

9. Support for the controller 

 

1. In view of the nature of processing, the processor shall, where possible, support the 

controller with appropriate technical and organisational measures in order to comply 

with their obligation to respond to requests for implementation of the rights of the data 

subject stated in Chapter III of the GDPR. 

 

This includes the processor supporting the controller, where possible, in complying with 

the following: 

 

a. the right to be informed when personal data is collected from the data subject 
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b. the right to be informed when personal data has not been collect from the data 

subject 

c. the data subject's right of access 

d. the right to rectification 

e. the right to erasure ("the right to be forgotten") 

f. the right to restriction of processing 

g. the obligation to provide notification in connection with rectification or erasure 

of personal data or the restriction of processing 

h. the right to data portability 

i. the right to object 

j. the right not to be subject to a decision based solely on automated processing, 

including profiling 

 

2. In addition to the processor's duty to support the controller under clause 6.4, the pro-

cessor shall, taking into account the type of the processing and the information available 

to the processor, support the controller with the complying of the following where pos-

sible: 

 

a. the controller's duty to notify the relevant supervisory authority about a breach 

of personal data protection without undue delay and, where possible, within 

72 hours at the latest after becoming aware of the breach, unless the personal 

data breach is unlikely to result in a risk to rights and freedoms of natural per-

sons; 

 

b. the controller's duty to notify the data subject without undue delay about 

a breach of personal data protection if the breach of personal data protection 

is likely to result in a high risk to rights and freedoms of natural persons; 

 

c. the controller's duty to undertake an assessment of the impact of the planned 

processing operations on the protection of personal data (a data protection im-

pact assessment); 

 

d. the controller's duty to consult the relevant supervisory authority prior to pro-

cessing where a data protection impact assessment indicates that processing 

would result in a high risk, unless the controller takes measures to mitigate the 

risk. 

 

3. The parties must specify in Appendix C the appropriate technical and organisational 

measures with which the processor is required to support the controller, as well as the 

subject matter and scope of the required support. This shall apply to the obligations 

specified in clauses 9.1 and 9.2. 

10. Notification of breaches of personal data protection 

 

1. In the case of a breach of personal data protection, the processor must notify the breach 

to the controller without undue delay after becoming aware of the breach of personal 

data protection. 

 

2. Notification from the processor to the controller shall, where possible, be made within 

72 hours of the processor becoming aware of the breach of personal data protection to 
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allow the controller to comply with their duty to notify the relevant supervisory author-

ity about the breach of personal data protection; see Article 33 GDPR. 

 

3. Clause 9 (2) lit. a requires the processor to support the controller in notifying the rele-

vant supervisory authority about the breach of personal data protection; this means the 

processor must provide support in obtaining the information listed below that must be 

specified in the controller's notification to the relevant supervisory authority in accord-

ance with Article 33 (3) of the GDPR: 

 

a. the type of the personal data, indicating as far as possible the categories and 

approximate number of data subjects as well as the categories and approximate 

number of personal data sets concerned; 

b. the expected consequences of the breach of personal data protection; 

c. measures taken or proposed by the controller to address the breach of personal 

data protection and, where necessary, measures to mitigate its possible detri-

mental effects. 

 

4. The parties have set out in Appendix D all elements which the processor must provide 

when supporting the controller in notifying a breach of personal data protection to the 

supervisory authority. 

11. Erasure and return of data 

 

1. Upon completion of the rendering of processing services relating to personal data, 

the processor shall be required to erase all personal data processed on behalf of the 

controller and to certify to the controller that this has been carried out, unless there is 

an obligation under the law of the Union or a Member State to store the personal data. 

12. Examination and inspection 

 

1. The processor must provide the controller with all information required to substantiate 

compliance with the obligations stated in Article 28 and the clauses and must facilitate 

and contribute to audits, including inspections, carried out by the controller or by any 

other auditor appointed by the controller. 

 

2. Procedures applicable to audits, including inspections, of the processor and sub-proces-

sor by the controller are specified in greater detail in Appendix C.7. 

 

3. The processor shall grant access to the physical facilities of the controller and the pro-

cessor to the supervisory authorities that have access to the facilities of the controller 

in accordance with the applicable law, or to representatives acting on behalf of such 

supervisory authorities upon presentation of appropriate identification documents. 

13. Agreement of the parties on other conditions 

 

1. The parties may agree other clauses concerning the provision of the processing services 

relating to personal data, specifying, for example, liability, provided that they do not 

conflict, directly or indirectly, with the clauses or interfere with fundamental rights or 

freedoms of the data subject and the protection provided by the GDPR. 
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14. Contact persons/contact points for the controller and processor 

 

1. The parties may contact each other via the following contact persons/contact points: 

 

2. The parties shall have a duty to keep each other informed on an ongoing basis concern-

ing changes in contact persons/contact points. 

 

Contact point at the processor: 

 

 

Contact point at the controller: 

 

The controller shall communicate their contact point(s) to the processor in written or 

electronic form via one of the above communication channels by means of individual 

instruction(s). If the controller fails to comply with this obligation, the processor shall, 

if necessary, contact the person in the controller's company who signed the main con-

tract. 

 

 

15. Start and termination 

 

1. The clauses shall be effective from the date of signature of the main contract by both 

parties. 

 

2. Both parties have the right to demand renegotiation of the clauses if changes in the law 

or the inappropriateness of the clauses necessitates for such renegotiation. 

 

3. The clauses shall apply for the duration of the provision of processing services relating 

to personal data. During the period of provision of the processing services relating to 

personal data, the clauses may be terminated only if other clauses applicable to the 

provision of processing services relating to personal data have been agreed between 

the parties. 

 

4. When the provision of processing services relating to personal data has ended and the 

personal data has been erased or returned to the controller in accordance with clause 

11.1 and Appendix C.4, the clauses may be terminated in writing by either party. 

 

 

 

  

 

Software contact 

form 

 

https://assistant.heidelberg.com/HDAssis-

tantFrontend/#/home?contactTopic=maintenanceManager  

 

E-mail MaintenanceManager@heidelberg.com 

https://assistant.heidelberg.com/HDAssistantFrontend/#/home?contactTopic=maintenanceManager
https://assistant.heidelberg.com/HDAssistantFrontend/#/home?contactTopic=maintenanceManager
mailto:MaintenanceManager@heidelberg.com
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Appendix A Information about processing 

 

 

A.1. The purpose of processing of personal data by the processor on behalf of the controller 

is as follows: 

 

 

The software processes personal data in order to identify the persons who work with it and for 

controlling the software, depending on the authorisations of the persons.  

The software links personal data to the data generated by the software, e.g. the name of the 

author of a maintenance order or the names of persons who carry out this order. 

 

 

A.2. Processing of personal data by the processor on behalf of the controller relates mainly to 

(the type of processing): 

 

The processor provides the platform and organises maintenance. In this respect, the processor 

is responsible for the processing of personal data in connection with the operation of the plat-

form. The software is used by both parties. In this respect, each party shall be responsible for 

processing of personal data in the context of use of the platform. Each party shall create user 

accounts for their employees and decide who processes personal data with the Maintenance 

Manager, for which purpose, when and how. The management of these user accounts is sepa-

rate for each party on the technical level and may be carried out in an upstream system such as 

Heidelberg Assistant. The software also automatically creates a user account for each user who 

logs on to it. Each party is solely responsible for the transfer of data between the Maintenance 

Manager and the device. 

 

Processing of personal data by the processor on behalf of the controller relates to the assembly, 

processing and archiving of maintenance orders as well as erasure of inactive user accounts.  

The processor may also have access to personal data of the controller on the controller's instruc-

tions, e.g. in the context of support. When verifying the duties of the controller in accordance 

with the applicable maintenance agreement by reviewing the maintenance data, the processor 

may have access to the controller's personal data. 

 

A.3. The processing relates to the following types of personal data relating to data subjects: 

 

In relation to the employees of the controller, the processor shall process  

- the name 

- e-mail address  

- user ID 

- customer number  

- user role 

 

A.4. The processing includes the following categories of data subjects: 

 

- the controller's employees; 

- persons commissioned by the controller (in particular maintenance service providers) 

- the processor's employees; 

- persons commissioned by the processor (in particular maintenance service providers). 
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A.5. Processing of personal data by the processor on behalf of the controller may take place 

when the clauses become effective. The processing shall have the following duration: 

 

Processing shall be governed by the duration of the maintenance agreement applicable between 

the parties. 
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Appendix B Approved sub-processors 

 

B.1. Authorised sub-processors 

When the clauses come into effect, the controller authorises subcontracting to the following 

sub-processors: 

 

NAME ADDRESS DESCRIPTION OF PROCESSING 

Docufy GmbH  Docufy GmbH 
Kirschäckerstraße 2 

96052 Bamberg  

Development, maintenance and opera-

tion of the software.  

Location of the data centre holding the 

data: Frankfurt am Main, Germany 
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Appendix C Instruction relating to use of personal data 

 

C.1. The subject of the/instruction relating to processing 

 

Processing of personal data by the processor on behalf of the controller shall be carried out by 

the processor and arises from Appendix A. 

 

 

C.2. Security of processing 

 

The processor must implement the following measures: 

 

1. If personal data is stored on a long-term basis for evaluations, e.g. for analysis of user be-

haviour, this personal data must be pseudonymised beforehand. 

2. The software may only be used by authorised users and guarantees this by means of a login 

function. 

3. The processor must ensure that only persons commissioned for operation, maintenance and 

development of the software have access to it. 

4. The software data must be backed up on a regular basis. 

5. The software periodically checks the user's login credentials and requires the user to renew 

the login when the set lifetime has been exceeded. 

6. User profiles are locked automatically and erased after one year of inactivity. 

7. Log data is erased regularly or pseudonymised after four weeks. 

8. The data associated with an equipment shall be erased within 90 days of the end of its use.  

9. The software and data must always be accessed via encrypted data connections. 

 

The processor must ensure the technical and organisational data security measures described 

in Appendix E. 

 

C.3. Support for the controller 

 

Insofar as possible within the scope and extent of the support specified below, the processor 

must support the controller in accordance with clauses 9.1 and 9.2 by implementing the follow-

ing technical and organisational measures: 

The processor must, as far as possible, support the controller with suitable technical and organ-

isational measures for compliance with the controller's obligations. 

 

C.4. Duration of storage/erasure procedure 

 

Personal data shall be stored as long as the controller uses the "Heidelberg Maintenance Man-

ager" software. 

It shall be erased after termination of use by erasure of the user accounts or the entire data 

stock by the processor or rendered unrecognisable by pseudonymisation procedures. 

 

C.5. Processing location 

 

In the absence of prior written consent from the controller the processing of personal data in 

accordance with the clauses may only be carried out at the following locations: 

A data centre in the European Union. 
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C.6. Instruction for the transfer of personal data to third countries 

 

Personal data shall be transferred to third countries or international organisations only on the 

basis of documented instructions from the controller. 

 

C.7. Procedures for audits, including inspections by the controller for the processing of per-

sonal data by the processor 

  

(1) The controller shall have the right, in consultation with the processor, to carry out audits or 

to have audits carried out by auditors to be appointed in an individual case. The controller shall 

have the right to verify the processor's compliance with this agreement in the processor's busi-

ness operations by means of random checks for which notice must normally be given in good 

time. 

 

(2) The processor must ensure that the controller is able to verify the processor's compliance 

with their obligations under Article 28 of the GDPR. The processor undertakes to provide the 

controller with the required information upon request and, in particular, to provide proof of the 

implementation of the technical and organisational measures.  

 

(3) The evidence of such measures that relate to more than the specific order may be provided 

by:  

a. compliance with approved codes of conduct in accordance with Art. 40 of the GDPR; 

b. certification in accordance with an approved certification process in accordance with 

Art. 42 of the GDPR; 

c. current certificates, reports or report extracts from independent bodies (e.g. auditors, 

examiners, data protection officer, IT security department, data protection auditors, 

quality auditors); 

d. suitable certification by IT security or data protection audits. 

 

(4) The processor may claim remuneration for enabling the controller to carry out audits. 
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Appendix D Terms of agreement of the parties concerning other matters 

 
In the case of a breach of personal data protection in accordance with clause 10.4, the processor 
must, where possible, provide the controller with the names of the users and customers af-
fected. 
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Appendix E Technical and organisational measures for data security 

 

The processor has taken the following technical and organisational measures for data security 

as defined by Art. 32 of the GDPR. Technical and organisational measures shall be subject to 

technical progress and further development. In this respect, the processor shall be permitted to 

implement alternative adequate measures. However, measures must not fall below the security 

level stipulated for the specified measures. Significant changes must be documented. 

Confidentiality (Art. 32 (1) lit. b GDPR) 

Entry control 
• For a site: graded security zone concept with security areas and with defined security 

measures 

• Deployment of security personnel (plant security, doorkeepers) 

• Entry control systems such as personal surveillance (doorkeeper service), door locking 
systems, electronic entry cards (authorisation Ids) for employees, code locks 

• Regulation for external entities (external companies, visitors) 

• Secured door access and entrance for delivery and pick-ups, compulsory registration for 
suppliers; during of the stay must be recorded in writing 

• Visitor regulation: Visitors must register at reception; a written record of their stay is 
made 

• Access by external personnel in specially protected security zones only when accompa-
nied by authorised employees 

• Special entry protection to facilities or to keys and badges for entry control systems; 
logging the issue and return of keys and badges, blocking of IDs as well as controlled 
destruction of Ids 

• Automatic logging for electronic entry control systems 

• Technical surveillance facilities such as motion detectors, video surveillance and alarm 
systems 

• Regular maintenance of surveillance devices such as motion sensors, cameras and alarm 
systems. 

Access control 
• The standardised workflow when an employee joins or leaves the company also regu-

lates the assignment and erasure of user IDs 

• The use of usernames and passwords for access control 

• System-controlled complex formation rules for passwords (minimum of 10 digits, at 

least one upper and one lower case letter and at least one number) 

• Automated password change requirement every three months 

• Password directive prohibits disclosure of passwords and regulates the procedure if a 

password has been disclosed or forgotten 

• Automatic recording of logins by the system, in particular of password failures 

• Password-protected screensavers 

• The standardised workflow for granting access of external parties (customers, suppliers, 

business partners) to internal applications regulates, in particular the required approv-

als and regular checking of the assigned accesses 

• Remote access of internal company users is secured with several factors (username and 

password as well as certificates required) 

• Only managed mobile devices (BYOD and corporate devices) are granted access to com-

pany resources. BYOD directive regulates the requirement for private mobile devices. 
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Mobile device management ensures the implementation of central security require-

ments on mobile devices (e.g. PIN protection, remote wipe, encryption). 

• Multi-level security concept at the perimeter (DMZ with next-generation firewalls, in-

trusion detection systems, intrusion prevention systems, web application firewalls, ad-

vanced malware protection with sandboxing, URL filtering, distributed denial of service 

protection). 

• Endpoint protection with up-to-date signatures on all servers and clients. 

Access control 
• Standardised and documented procedures for assigning user IDs and authorisations 

with defined approvals for both internal company users and external users who log in 

remotely 

• Allocation of access rights according to the principles of "need-to-know" and "least priv-

ilege" on the basis of task-related user profiles and functional roles 

• Record of authorisation assignments and approvals 

• Logging of accesses to applications, in particular for entering, altering and erasing data 

• Evaluation of system logs in the context of the company's internal specifications 

• Hard disk encryption for notebooks 

• Encryption of data carriers in accordance with the security concept 

• Secure storage of data carriers 

• Data-protection-compliant erasure of data carriers using external service providers 

• Proper destruction of data carriers 

• Use of document shredders and certified disposal service providers. 

Separation control 

• Standardised and documented procedures for assignment of user IDs and authorisa-

tions in accordance with the principles of "need-to-know" and "least privilege" 

• Logically separated storage of data of different clients (client separation) in application 

systems and databases 

• Separation of productive and test systems 

• Separation between production, office networks and partly also research and develop-

ment networks (physical or logical). 

Pseudonymisation (Art. 32 (1) lit. a GDPR; Art. 25 (1) GDPR) 
Internal requirements for compliance with data protection have been extended to include 
the requirement for pseudonymisation (information security and data protection policy). 
They are to be implemented within the framework of procurement tasks, in IT projects, in 
the specialist departments and at the workplace in relation to the relevant instance of ap-
plication. 

 

Integrity (Art. 32 (1) lit. b GDPR) 

Transfer control 
• Ensuring access protection for personal data during transport of data carriers (e.g. tech-

nical measures for transport security) or during network-based transfer (e.g. measures 
for encryption via virtual private network connections or via e-mail encryption). 

• Guaranteeing integrity of personal data stored and transferred within the applications 
by means of standardised plausibility checks or verification procedures that are already 
integrated into the applications or the transfer protocols used. 
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• Organisational and technical instructions for preservation, transfer, and erasure of per-
sonal information for all employees as required by the information security and data 
protection policy. 

• The obligation of employees to maintain "data secrecy" in accordance with the obliga-

tions to provide evidence of the GDPR (Art. 5 (2) GDPR). 

Input control 
• Organisational definition of the responsibilities for entry, alteration or erasure in accord-

ance with the authorisation concept and user management 

• Logging of the recording, alteration and erasure of personal data via the activity logs 
that are integrated into the respective application systems 

• The obligation of employees to maintain "data secrecy" (designation still according to 
§ 5 BDSG-Alt (old Federal Data Protection Act)) in accordance with the obligations of 
evidence of the GDPR (Art. 5 (2) GDPR). 

• Review of authorisation concepts, user administration, and correct assignment of au-
thorisations in the context of regular audits by auditors and the internal audit. 

 

Availability and robustness (Art. 32 (1) lit. b GDPR) 

Availability control 
• Data protection and backup concepts in accordance with current standards 

• Storage of data carriers in certified data cabinets and safes 

• Ensuring the infrastructure security of the data centre, including system redundancy, 
battery buffering (UPS) against power failures, air conditioning and protection against 
other harmful environmental factors and the effects of sabotage 

• Regular testing and maintenance of technical equipment to ensure infrastructure secu-
rity in compliance with manufacturer specifications 

• Emergency processes and systems. 

• Review of data centre and IT infrastructure security in the context of regular audits by 
auditors and the internal audit. 

Rapid recoverability (Art. 32 (1) (c) GDPR) 
• Incident response management has been extended to include the additional require-

ments arising from the GDPR, in particular to guarantee that data protection breaches 
are reported to the supervisory authority and to data subjects. 

• Contracts exist with specialist service providers to assist with incident response (detec-
tion, prevention, recovery and analysis of incidents) and forensics. 

 

Procedures for regular review, assessment and evaluation (Art. 32 (1) lit. d GDPR; Art. 25 (1) 

GDPR) 

Information security management system and data protection management 
The process for regular review, assessment and evaluation in accordance with the GDPR is 
integrated into the information security management system and is subject to continuous 
improvement (plan-do-check-act-cycle). 
 

Incident response management 

• The IT security concept provides for monitoring of a diverse range of IT security inci-
dents. Incident response management for identified IT security incidents includes in par-
ticular support of external service providers in event analysis. 

• The process from detection of a data protection breach to notification to the data pro-
tection authority and to data subjects in accordance with the GDPR (Art. 33, 34 GDPR) 
is defined for the whole company and is subject to continuous improvement (plan-do-
check-act-cycle). 
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Data-protection-friendly default settings (Art. 25 (2) GDPR) 
The requirements for implementing the principles of data avoidance and data economy 
have been extended in the company's internal specifications (data protection policy) to in-
clude the additional requirements of the GDPR (Art. 25 GDPR) (data protection-friendly de-
fault settings). They are to be implemented within the framework of procurement tasks, in 
IT projects, in the specialist departments and at the workplace in relation to the relevant 
instance of application. 
 

Order control 

The company's internal specifications for processing for the purpose of procurement and 

contract management have been adapted to the requirements of the GDPR (Art. 28 GDPR). 

They are to be implemented in the context of procurement tasks and IT projects in relation 

to the respective instance of application. 

 

 

 


